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mmmm imt office of Security 

SUBJECT i Application of Crypto Security lav 


U This Office recently undertook & study of tbe Ciypto Security 
Imr (F*X>. 513* 9let Cong,, 2S U«S«C« I 796), vith particular reference 
to its application to this Agency and the administrative practices and 
procedures of the Agency* this maraoraadum presents a brief analysis of 
certain portions of the lav, together vith several racceoendations con- 
cerning practices of CIA and, to some extent, ether agencies and depart - 
meats < It should be realised* hovper* that the legal points are not 
beyond argument* Vh&t is intended here is to suggest certain steps 
Vtodch the Agency might he veil advised to take in order to strengthen 
the Ctoverrmaent’s case In the event a prosecution under the Act is 

DZwU^U&e 

a, "She purpose of Section 796, which is included in the Espionage 
chapter of Title 13, is stated in the title of P*l* 513 ** follows? 

*To enhance further the security of the United States by 
preventing disclosures of information concerning the 
cryptographic system and the ccaaauni cation intelligence 
activities of the United States.” 

The substance of the Act, set out in sub-section (a) of Section 79 s , is 
that one commits m offense vho knovingly ahd villingly? 

"ecmmicates* furnishes, traijhaits, or otherwise mokes 
available to m unauthorised person, or publishes, or 
uses in any manner prejudicial to the safety or interest 
of the Halted States or for ’fee benefit of any foreign 
governme nt to the detriment of the t&rited States any 
classified information - 

(l) concerning the nature, preparation, or use of any 
cede* cipher, or cryptographic system of the United States 
or any foreign government hereinafter referred to as CRYPT^y J 

m concerning the design, construction* use, maintenance, 
or repair of any device, apparatus, or appliance used or pre- 
pared or planned for use by the United States or any foreign 
for cryptographic or caaaunic&tion intelligence 
p urpose s hereinafter referred to as CRYPTO devices and 
C6HXSF device#* respectively/; 
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the latter two concern M inf creation, respecting the national defense" and 
* information relating to the national defense , as contrasted vith inf or*" 
nation which "is, for reasons of national security, specifically designated 
ty a Ghitad States Government agency for limited or restricted dissemina- 
tion or distribution*. The former language nos held by the Supreme Court 
of the Bbited States, in Sa rin vy tU S. 312 tl.S* % 61 S* Ct* fcaS, to in- 
volve a question of fact, that is, the Jury must determine whether the 
acts of thus defendant "are connected vith or related to the national de- 
fense" (6l S. Ct» ^). in prosecutions under those sect ions it is 

necessary to prove connection with the national defense, a requirement 
which could be oribarreselng, if applied to information classified "for 
ruMffnmrr Of national security" , since in such cases tee prosecution would 
have to submit the very information (and presumably much more) the dissemi- 
nation of which had been restricted by an agency of tee Government "for 
reasons of national security* * 

Although it is not free from doubt, it Is believed that under Section 
70 it wouldnot be necessary to submit to the Jury, or to prove, tee 
question of whether the designation "ter reasons of national security" was 
a cor re c t onsj pro of teat tee designation was made and that the agency 
which mode It did so ter reasons which tee agency regarded os "reasons of 
national security" tefluliA be all that is required* The information which 
is pertinent under Sections 793 and 79** is referred to In those sections 
by a generic tern - information "respecting the national defense" or 
"relating to the national defense"* Information which Is tee basis of an 
indictment any or may not fall within tee generic term; someone’s opinion 
(tee Jury’s) must be obtained and accepted,* The phrase by which Section 79^ 
refers to tee information which is significant thereunder covers informa- 
tion with respect to Which a particular action has been ta ken , l*e., infor- 
mation which a government agency has specifically designated a certain way 
ter a certain reason « The only question requiring an opinion by the Jury 
Is whether such action occurred* not whether tjb should have occurred* Ary 
contention to the contrary is believed refuted by tee fact that its accept- 
ance Wild render tee statute unenforceable in many cases, Jeincc security 
considerations doubtless would preclude the Government from introducing 
into evidence information to establish "reasons of nationa l sec urit y" * 
glace the plain intent of the statute is to protect the GGWMP and CKYFPO 
systems by establishing offenses and punishments for the violation thereof, 
an interpretation which would defeat such intent should be avoided. 

Xa any event, if tee above analysis is incorrect, teat is, if tee Jury * 
would be allowed to Judge whether tee Agency correctly designated informa- 
tion "for reoaosn of national security" there appears to be nothing to be 
dam about it except to decide, whenever a case is ready to go to trial, 
whether we are prepared to sake available records and information to be 
introduced os evidence* But in order to take advantage of the statute in 
tea event the above analysis ie correct, it is believed we would be well 
advised to designate documents in the language of the statute* fox this pur- 
pose, a stamp reading os follows, could be usedi 

"ter reasons of national security, this document is specifically 
designated by the Central Intelligence Agency for limited or 
restricted disssemination or distribution*" 
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